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Introduction

The VLCP is committed to a policy of protecting the rights and privacy of individuals, whilst collecting
and using limited personal information in order to carry out its objectives. The UK General Data
Protection Regulations (GDPR) govern the use of information about people. Personal data can be
stored electronically or in a manual file and includes email, minutes of meetings and photographs.
The VLCP trustees and volunteers will be personally responsible for processing and using personal
information in accordance with this procedure, the VLCP Privacy Policy and the regulations. The
Trustees and volunteers in the VLCP who have access to personal information are expected to read
and comply with this policy.

Purpose

This policy sets out the VLCP’s commitment and procedures for protecting personal data. VLCP
regards the lawful and correct treatment of personal information as critical to successful working
and to maintaining the confidence of those with whom we deal. The VLCP is the Data Controller, and
is legally responsible for complying with the regulations.

VLCP Trustees will take into account legal requirements, ensure policies are properly implemented,
and will ensure strict application of criteria and controls to meet the requirements of the VLCP
Privacy Policy and any requirements of the Information Commissioner’s Office (see
https://www.ico.org.uk).

The Data Protection Officer role is undertaken by the Trustees of the VLCP who will be responsible
for ensuring that the policy is implemented and maintained. This policy will be updated as necessary
to reflect best practice in data management, security and control and to ensure compliance with any
changes or amendments made to the GDPR or subsequent legislation.

A summary of Risks, Security and Actions is detailed in the VLCP Privacy Policy — see appendix
1. Data Protection by Design & Data Impact Assessments

As a controller of personal private information the VLCP has set out to comply with the Data
Protection Act in the design and operation of its data processing activities. These have been
formally reviewed and information audit(s) carried out by the project data team as recorded in VLCP
minutes and records. Information and records relating to service users will be stored securely and
will only be accessible to authorised volunteers. Information will be stored in accordance with
Appendix A - VLCP Privacy Policy.

The VLCP shall ensure all personal data is non-recoverable from any computer system previously
used within the organisation which has been passed on/sold to a third party. VLCP consider there is
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no formal need to carry out a Data Privacy Impact Assessment (DPIA) following published guidance

from the ICO (information commissioner’s office).

2. Data legitimacy, security, accuracy, and currency

a. Appendix A - VLCP Privacy Policy specifies the legal basis for storing and using personal data.
It is essential that the informed consent of people is obtained and recorded.

b. VLCP shall maintain its annual registration (free) with the information commissioner’s office
as a data controller.

c. Physical security of computers & data storage & paper records in project officers’ own
homes, with normal domestic security arrangements, is regarded as acceptable.

d. Computer held data will be backed up regularly to provide improved security
3. Principles of consent for data processing and direct marketing

Access to personal information is limited to the members and volunteers at VLCP on a “need to
know basis”. When collecting data, VLCP will ensure that VLCP Privacy Policy is available and
understood. A specific and positive ‘Opt in’ is required.

4. Principles for contacting individuals via email

Check consent (see section 11) to use data for this purpose beforehand, use BCC addressing, only
send emails when necessary & appropriate.

5. Contacting individuals by phone

Check consent (see section 11) to use data, users will only be contacted for the specific reasons in
the Privacy Policy.

6. Ensuring rights of individuals, re access, update, restriction, deletion, complaint etc.
See Appendix A - VLCP Privacy Policy
7. Automatic deletion of data.

See Appendix A - VLCP Privacy Policy. Membership secretary will keep a record of carrying out this
process.

8. Data processing activity records
VLCP secretary, Membership secretary, and treasurer will keep records of data processing.
9. Disclosure & sharing of information
See Appendix A - VLCP Privacy Policy
10. Vulnerable subjects & sensitive high-risk data
a. No records to be kept of children under 18 or vulnerable adults

b. No sensitive data shall be retained eg political, criminal, or health related
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11. Direct Marketing (e.g. appeals for funds, campaigns)

The VLCP is not exempt from either the Data Protection Act (DPA) or Privacy and Electronic
Communications Regulations (PECR). VLCP must ensure that they clearly and prominently explain to
supporters what their details will be used for and obtain clear specific consent for electronic
marketing. The definition of direct marketing covers any messages that contain marketing elements
even if this is not the main purpose of the message. Direct marketing also includes promoting an
organisation’s aims and ideals. This means that the direct marketing rules in the DPA and PECR
apply to the promotional, campaigning and fundraising activities of the VLCP (e.g. a charity or
political party contacting particular individuals to appeal for funds or votes, or contacting supporters
to encourage them to write to their MP or attend a public meeting or rally, would be covered by the
direct marketing rules). If VLCP undertakes any “direct marketing” campaign by email or telephone
to members it must ensure that they have consented to these contact types. For all other email or
telephone campaigns VLCP must screen against the Telephone Preference Service (TPS). Live
marketing calls can only be made to numbers registered on the TPS where the subscriber has
specifically consented to receiving the marketing calls from that organisation.

12. Data Breach Procedure

In event of any Trustee or member of VLCP project team becoming aware of a breach of personal
data privacy, the VLCP chairman & secretary are to be notified within 24 hours. They will then
immediately inform other trustees, including treasurer and database manager so that appropriate
steps can be taken to:

a. |If appropriate to inform ICO and if judged a serious breach within 48 hours time limit
b. Investigate circumstances of breach

c. ldentify lessons to be learnt and changes to procedures necessary to avoid similar breach in
future

d. Implement changes in procedure and inform VLCP project team

e. Make apologies to any individual(s) concerned and explain the steps being taken to avoid
this happening in future

Further information

If members of the public/or stakeholders have specific questions about information security and
data protection in relation to the Village Life Community Project please contact the VLCP.

Our contact details:
Name: Dr Tom Pitts-Tucker (Secretary VLCP)
Address: Ty Uchaf, St Maughans, Monmouth. NP25 5QF E-mail: tompt@hotmail.co.uk

The Information Commissioner’s website (https://www.ico.org.uk) is another useful source of
information.
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APPENDIX A VLCP PRIVACY POLICY
The type of personal information we collect:

The VLCP operate two services within the Whitecastle and Skenfrith community areas in
Monmouthshire.

1. Automated External Defibrillator (AED) provision and AED/CPR Training.
2. Village Emergency Telephone System (VETS) in Maypole/St Maughans
How we get the personal information and why we have it

The personal information we process is provided to us directly by you, solely for the provision of
either/both the AED Training or VETS service. Under the UK General Data Protection Regulation (UK
GDPR), the lawful base we rely on for processing this information your consent - you can remove
your consent at any time by contacting the VLCP secretary (see below).

We use the information that you have given us to:
1. Inform you about Village Life activities, fund raising events and CPR/AED training sessions

2. Possibly to contact you about specific- VLCP only related fundraising or campaigning
requests

3. Keep records of financial donations involving Gift Aid as required by HMRC.
How we store your personal information
1. Yourinformation is securely stored.

2. If your email address is used in an email with more than one destination it will be sent using
“Blind Carbon Copy” (BCC) to ensure other addressees cannot access it.

3. Paper data will be stored in a locked filing cabinet and electronic data will be stored
protected by secure password-controlled access.

4. We keep all the above information for a period of 3 years (or until you ask us to remove your
details) We will then dispose your information either by “shredding” (paper storage) or using
“secure file deletion” where data is stored electronically. Prior to deletion we will (when
appropriate) seek your consent to retain or update it.

Your data protection rights
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Under data protection law, you have rights including:

1.

2.

Access — You have the right to ask us for copies of your personal information.

Rectification — You have the right to ask us to rectify personal information you think is
inaccurate. You also have the right to ask us to complete information you think is
incomplete.

Erasure — You have the right to ask us to erase your personal information.

Restriction of processing — You have the right to ask us to restrict the processing of your
personal information in certain circumstances.

Objection to processing — You have the right to object to the processing of your personal
information in certain circumstances.

You are not required to pay any charge for exercising your rights. If you make a request, we
have one month to respond to you. Please contact us at the address below if you wish to
make a request.
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How to complain

If you have any concerns about our use of your personal information, you can make a complaint to
us at the address below. You can also complain to the ICO if you are unhappy with how we have
used your data.

The ICO’s address:

Information Commissioner’s Office,
Woycliffe House

Water Lane

Wilmslow

Cheshire

SK9 SAF

Helpline number: 0303 123 1113. ICO website: https://www.ico.org.uk

Our contact details:

Name: Dr Tom Pitts-Tucker (Secretary VLCP)
Address: Ty Uchaf, St Maughans, Monmouth. NP25 5QF E-mail: tompt@hotmail.co.uk
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